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ONLINE HOLIDAY SHOPPING TIPS

The holiday season is a prime time for hackers, scammers, and online thieves who
target the millions of Americans who will be shopping online for gifts. Cyber
criminals will be trying to take advantage of unsuspecting shoppers by searching for
weaknesses in their devices or internet connections, or attempting to extract

personal and financial information through fake websites or charities.

The best defense against these threats is awareness. Follow these simple steps to
shop securely this holiday season.

TIP #1 Before making any online purchases, make sure the device
CHECK YOUR you're using to shop online is up-to-date. Next, take a look at

° ¥our accounts to ensure that you have strong passwords and
DEVICES hat you are using two-factor authentication.

)
TIP #2 ONLY Think about how you're searching online. Use your home or a

SHOP THROUGH trusted Wi-Fi source and make sure you are making purchases

through trusted vendors. Avoid clicking on ads on webpages or

TRUSTED links in emails. If it looks suspicious, something’s probably not

SOURCES right

If you're going to make that purchase, check the information
TIP #3 USE SAFE | glt you _gre hgandjng over. Bgfore providing personal or
METHODS FOR  financial information, check the website’s privacy policy and
PURCHASES rr%akedsurt(aj you Ctimderstand how your information will be
stored and used.
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IDENTIFY SIX HAZARDS IN THE PICTURE ABOVE.

Q3IAN3LLVNN 14371 SITANVO (9 ‘G¥0D NOISNILXI N3OL (S !SLHOIT SVIWLSIIHO NIMOYUE (¥ ‘INO OLNI
aioonid SLI1LNO ANVIN OOL(€ ‘3OV1dI¥Id FHL 40 LNOY4 NI SLNISIdd (2 ‘IIYL SYWLSIYHD A¥A (L :SYIMSNV



